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OF ?MTERIALS CONTSOL hNO _NTAfIILITY SYSTEMs

UJ , Jack T Mmrkin, and Richard B Strittmmtter
Safeguards Cysternv Group

Los Almos National Laboratory
Los Alamos, Ml 87544
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In tho initial staqe of ● materials ●ccounting
,ystam da*ign, ?undammntal decisions ● rc mad.
●bout the data to be lcquired, tho means for
acquisition, ●nd tha loc~tion ●nd timinq of the
●cquisition. The data to bm ●cquired ● r~ detor-
minad by their intended uso in the ●nalysis, re-
porting, and decision proctssos. This paper pr@-
mmts information mmnaqoment mmthods for materials
●tsountinq systems bated on ●xparience in system
douelopmant &t 00E facilities. Specifically, w
describe principles for tho ●cquisition ●nd organ-
ization of data for ● materials control ●nd ●c-
:ountability (MM) system, Many of these prin-
ciples ● rm dram from $oftwmra ●nginearinq. Those
includo tho preparation of ● requirommnts docu-
ment, ● functional specification, ●nd the ●ppAica-
tion of structured analyyis ●nd dosiqn, Our ● x-
periance show that inwfficiont ●ffort ●nd detail
to these early fundamonts: ●ctiuitios for idonti-
fylnq and ●cquirir~ tho ●ppropriate data cau.m
mmny problems lat.r, :silura to prwid~ for co+
pleta ●cquisition of ●ll required info~tion
loads to potontially costly revisions to the data
acquisition system or to ● mmtwialt ●ccounting
tystsm that cannot complcta its lntondod func-
tions. Likewito, unroalittic ●nmlysos roquiro-
ments can causo catastrophic problemo later on.
The roaults of this resomrch should oroduce a
functior.-l description of R modorn
servo ●s ● quid. for devalopinq or
syat9m9.

1~~1~

A nuclear mmterialo control ●nd

?C&A-#ystem to
upqradinq RCAh

●ccountabilitw
(PkXA) system it ● fundamental part of ● qrmdod
$afequards proqram as roquirod by Department of
Enorqy (OOE) Ordar 3633 uori##l for ●ll special
nuclear materials (SNM) under khc control of ●

facility, The FKM systam conclsts of measuromont
ingtrument9, data procoaci~ hardwaro ●nd toft-
wara, and A set of procedural that provids for
tho dovelopmbnt of timely information on the lcca-
tion ●d status of nuclear Mttrlal. The proce-
dures provide for tha coilsction of th) riqht data

Work supported ;Y the US Dopmrtment of Enorqy,
Offlco of Saf@quarda ●nd Sacurity.

●nd ?or the means for transforming these data to
information usablo by safeguards parsonnel. Safe-
guards ● s ● whole and tha deaiqn of an tlC&A system
in particular ● ro stronqly affactmd by tho process
desiqn ●nd operation. Usually, 8afequard9 are
connidarmd ●ftar tha proces8 is daviqnod ●nd, in
SO* cases, is undar construction or completo with
its ●nclosinq structures. In ● $afoquarda system
considwmd for upqrmdinq, tho fixed features must
be handled the best way pogsible under those con-
straints. Early ●ntry of safmquards personnel
into tho proco.g dasiqn staqo is critical to the
dssiqn ●nd dwolo~nt of ● satisfactory safo-
quard8 system. Othenuiso it may be difficult to
perform tha .afequard, function8 adequately, or
they may be performed awkwardly. Without safe-
guards bming considered at tho ●arliost stages of
proceno dasiqn, tho required data may not be
availablo or may be ●xtremaly costly or dif?’lcult
to ●cquiw. Our cnporienca show. that insuffi-
cient ●ffort ●nd dotaAl to those ●arly fundamental
●ctivitioe for idantifyinq ●nd ●cquirinq the ap-
propriate data, such ● s tho addition of mea8ure-
mant instruments, co~nication lines, comput9r
hardware, ●nd software roviaiona,

Oosiqninq ● mmtorials accounting system con-
sistg of croatinq ●n tnformmtion-mmnaqement sy~tem
that ●cqulros relevant data on th, matorials-
related activities within the facility, orqeniz~s
theso data into c databasa whors they ● rc ●asily
ratriovad, ●stablishot criteria for detsctinq
anommlios, analyzes tho data to ●nsurc that mata-
rial is accounted for ●nd to dot~ct ●nomalies in
mmt~rials-rslated activities when they occur=, ra-
solves ●nomaIio9, ●nd reports on tha status of
materials accounting. More, we concentrate on the
information ●nd data ●spectt that ● re ●ntremely
important at the ●arliett de.iqn otaqo rh{l
paper pr~.ents information-mmnaqement methods for
materials ●ccounting ty.tams thet draw on ●xperi-
Qflca in system dovolopmant at OOE facilities
Specifically, we describe principles for tho ● c-
quioition and organization of data for an MC&A
#y8tem.

The primary general safoquards oblectiu~ 1!
to protect the public ●nd facility ●mployee! fr(jm



dangers that could arise from misuse of the facil-
ity’s equipment ●rid/or Its nuclear matorlal. The
informational roqu~rement related to this objec-
tiuo is to keep timely information on the location
and status of nuclear material subject to control
by the facility. The specific meanings of “timely
information” and “subject to control” are deline-
ated in the appropriate part! of tha DOE Order
5633 saries This information is presented in
the fonm of reports, including data on transac-
tions, inventories. and materials balances. There
is no prescribed way of racordirrg data; however,
it must be ●ble to be retriavad accordirq to a
matorial$ balance Area (M@h) reflecting the qum-
tities of nuclear material that have baen shipp.d,
received, or otherwise removed from ●n MM ●nd
remeininq quantities in inventory, Also, SNM in-
ventory differences must be able to be resolved
●nd proqramattc reportinq must be satisfied.
Platerial tyua cdes and project numb~s ● re pub
lishmd by 00E ●nd ● ra required fo: ●ll tran$ac-
tiorw involving DOE-owned material used in produc-
tion ●nd research proqrams, Materia18 balanca,
project halanee, composition of ●riding inventory,
●nd scrap report, require the identification of
tho MBA, Much mora data ●lso must be collected,
refined Bnd #nalyzad to provide the information
●nd data required by DOE Headquarters, Operation.
o+fi~es, ●nd, in some cases, Area Offices. The
new performance requirements will place additional
domandn on tha safeguards o~anizations ●t thase
facilities. Data collection ● re further Compli-
cated by the additional irjformational requirements
imposed by the 00E contractor operating the facil-
ity.

There is a fundamental difference between the
maaning of the words information ●ti data. Notic9
in the ●bove paragraphs we have used both infor-
mation ●nd data They ● re n~ unad aynonymoualy.
Both data ●nd information ● re necessary for formal
reporting. When necesmary, thesm data ● re con-
verted to information, for ●nample, to resolva
inventory differences In the next saction we
will focus on the differences between information
●nd data,

IMFO#PMTIDN MO DATA

In many cases the wordo “information” and
“data” ● re t-eatad ● s synonyms, which leads to
misunderstati:~nqs of what is meant, The follow-
inq definitions of infwmation ●nd data ● re the
most appropriate selections from the Rmerican
H~rJ tage Di ctj~,z

Information “Knowladqe derived from vtudy,
●xperience, or instruction, ”

Data; “Information, ●sp, (ecially) information
organized for ●nalyst, or used ● s ● basi~ for ●

decision. ”

This definition of information is satisfactory
because it conveys the idea of knowledqk. How-
aver, “d@ta” (s defined as organized information,
This Ieadm to much of the misunderstanding of the
meanlnq of th~se words in our profession ●nd
others

NOW let us axam;ne the dtifinltlons of infor-
mation and data as they are used In the d~ta
processing and communication field$, The next
definitions of information and data are from the
~ictionary of Scientific and Technical Termp 3

Information: “Data which t.as been recorded, clas
sified, organized, related, or Interpreted wlthln
a framework so that meaning emerges, ”

Data: “finy representations of character~ or
analog quantities to which meaning, If not infor-
mation, may be ●sslgnad.”

The IBH Vocabulary for Data Procasslng, To le--
comnlcationsi ●nd Office Svgkerng gives essen–
tially the same definition of data plus the ?ol-
lwing definitions.

Data: “h representation of facts, concepts, or
instructions in ● formalized manner suitable for
communication, interpretation, or processing by
human o? ●utomatic means.”

Information: “The meaning that ● human beinq
●asigna to data by mean# of the convention, ●p-
pliad to that data.”

For our purpose, the data processing ●nd com-
munications definitions ● re ●ppropriate. Let us
paraphrase these daflnitions, information is data
proceawd according to some convention so that
meaning ●merge8, Data is ● repre8antation of
facts suitabla for inter~retation by human or
●utomatic means. For example, ● tank level re-
cord-r output is ● datum (a fact), The leuel
reading cm be converted to ● volume by soma cali-
bration mechanism (another datum but with moFa
maaninq), After tha transfer of material from
the tank, ●nothar Ievel readirq converted to ~
volume when arithmetically combined with tha pre-
vious volume gives thti volume transferred from
the tank, This i. now a piece of information
●bout that particular tank. It i. also ● piece
of the ●ntire data set necessary to close a mate-
rials balanca ●round the tank or posoibly the
●ppropriate MM,

These definitions ●nd tha concepts they convey
● re crucial in the ●arly safeguards system design
phase to ●l:.ure that the info-tion ●nd data
will be auailable for required reportinq proce-
dures ~ In most cat~s ●cquirinq the required ~a~~
for ruporting to DOE should not pracent ● serious
problem, fhe real problem is how tc got the data
that ● re processed to provida information In
many situations in oafequard8/facility operations,
● s wall ● s other fields, the ●rqinaers have tha
tendency to aay “let’s get ●verything “ This is
●specially true with procetses that haue on. and/
or in-line instruments controlled by microproca~
sore with the captured data being @tored ●loctrl)rl
ically suitablt for digital processing, A Flndl
●rnam~le is ●ppropriate Limit-of-trror (LOE) cal-
culation formula? are composed of a larqe nurnb~r
of terms representing varianceg ●nd covarianra!
rhe output of ● tank level recordor is ● P!oc
tronic signal that uses an internal procem.or !,)
convert the signal to ● level Let’. assl!mo thmt



tho error statistics are knwn for the level data
from the manufacturer’s wbllshad data and that
the errors must be propagated from level data
Tanks usually have piecew~se-continuous calibra-
tion curves giving volume data from level data
The calibration curves have their own error sta-
tistics. Now the real data of Interest to process
personnel are the volume, not the level. The vol-
ume is ●lso necessary to provide safeguards infor-
mation. However, the volume for safeguards error
propagation must include ● rror sta’cistlcs, In
designing the plant instrumentation, the e~ineers
may have thought that they have gotten ●verything
by providing ● volume measurement. The LOE re-
quired cannot be obtained from thase data. ( 6n-
other more practical issue is whether that much
detail is realiy necessary? We address this sub
ject later.)

INfMMNIWN. I?EQUIREFKK,S

Materials ●ccounting informational require-
ments ● rc ●vajlable from ●xamining safeguards
reports prepared by other orqanizationo ●t the
facility, discussions with the overall safeguards
organization, facility stmdard safeguards proce-
dural documents, ●nd other facility-specific
sources. The importart issue is to clearly define
these requirements ●nd then determine the data
needed to produce the information. The means of
production should not be considwed hastily. This
could result in necessary deta not being specified
●nd ●cquired. In most cases the safeguards organ-
ization will compile the reports ●nd serve ● s the
facility interface to ON. The lower-level organ-
ization must supply the ●ppropriate information
●nd data for the la~equardg organization to func-
tion properly. It is generally left to the dis-
cretion of the lower-level organization to provide
this Information ●nd data in the manner that seems
most ●ppropriate for the process or plant
safeguarded.

Development of tha informational requirements
into clear, unambiguous statements of what is to
be produced io not ● s simple a$ moat believe,
After using ●lA the sourcos available, ● s de-
scribed ●arlier, communication with the user. of
the system on what is needed, how they perc~iwe
the systtm will work, ●nd its benefit to them is
●ssential In ● safequardt system the usar CO*
munity may be smaller than for a businese syttem
In ●ddition, the users may be the people who ra-
quested the system, Identifying the real users
of th~ system may be difficult, It is possible
to be introduced to users who ● re only substitutes
for the real users, The ●ctual users may be too
busy to work on roquir~mant. ●nd related tasks so
rnomeone ●lte is sel~cted to perform the,e duties.
Therefore, tho software 1s devalopad ●ccording to
the tpeciflcatlons of thes~ surroqate users who
may not understand the real problom, In theso
days of uncertein ●conomic conditions, all facets
of industry ●nd government are relying more ●nd
morw on temparery workers, who ● ra just the sort
of people who could be selected as ufl~ Id@n-
tifyinq the rual uter is perhaps the most impor-
tant phase of nyatem. dcsiqn

No matter what the sltuatlon, there WI1l be
at least two organizations Lfwolued with the SYS-.
tern fit the local level--the process people and
the safeguards people Constant or frequent com-
munication between these two organizations IS
absolutely necessary

Statistical analyses attempt to detect ac -
counting anomalles by test~ng measurement data to
determine Lf they are more likely to be generated
by nor,aal or abnormal conditions, Examples are
comparison of ● current and previously measured
value ●nd of ● n inventory difference or $hLpper/
receiver difference. Statistical tests and other
procedures used to transform data to ~nformatkon
should be $electad carefully to provide the infor-
mation required, Specifying complex tests and
procedures beyond what is necessary can ba costly,
both ●conomically ●nd in computer resources Fur-
thermore they may not provide more information
than less complex methods

Onca the informational requirements ● re deter-
mined, they can ba convarted into system outputs.
Do not requi)e more than is necessary; keep it
simpla. Ma stro~ly recommend that the designars
concentrate on the required outputs of the $ystem
to determine the data necessary to produce them
●nd do not inclde complicated statistical proce-
dures unless they ● re ●bsolutely necessary. Spend
time defining what is needed.

DESIQ!U METMODS USEO FW IDENTIFVIM DATA

0rr5 correctly stateg that ●ny information
sywtem can be considered ● s ● set of input,, a set
of outputs, ●nd ● sat of operations (black boxes)
that transform the inputg to output, Input ●nd
output sets and the black bonet gene-nlly are con-
sidered under eystema requirement. The requir+
~ntg, howaver, ● re primarily concerned with out-
put. and the logical rules for their derivation
Outputs and inputs can be considered ● s sets of
data. The black box can be considered ● s ●ither
set. of functions or sets of data. lhus, the
system ic ● met of relationshlpu between the sets
of function, ●nd acts of data. The major ●lements
of the system ● re the output, the functions that
produca the output, the data.ba~e, 4nd the input.
Orr nuqqe$t. to start with the output ●nd work
backwards throuqh tho system until the required
P“ocessinq .teps ● re determined, the databa$e is
de?ined, ●nd finally the inputs that need to be
collectod are identified, A number of benefits
result from workinq backwards starting with the
output data structure-. One major benefit is
that , in the Ideal case, unnecessary data will
not be collact~d or storod. Working beckwards 1$
difficult to ●pply. Ona of the reasons that it
1s hard is that it requires qoals and ob]ect~vol
be specified ●nd that well thouqht out dec19111ns
be made regarding the data to be collectud On
the other hand, con$iderinq input is much l$a~l~r
Hard decisions can be pontponed It 19 e,+sy ((l
say , “Collect ●verything; sumedey it Im,ny ho
needed “ In our ●xperience, the latter ca$e II
almost ●lways tho situation



Data have three aspects: meaning, composition,
●nd type6 ?laanlng is the role that the thing
referred to by the data plays in the system, Com-
position is e~,emental or composite An elemental
datum cannot be further decomposed. Elemental
data items, or data elements, may take on values.
The data composition specification statea tha
names and relationships of the data items when
taken togother play the role defined by the mtan-
ing of the specification. The ty~ is the kl,.d
c,f data, for ●xampla, Lnteger, real, or character.
Breakirlq compsite data down by $tewiso refine-
ment is ● common software engineering techniquo
used ta develop ● data dictionary. It is also
useful with limited refinement ●t an ●arly stag.
in tho requirements phase

Data can bc classified in several ways. One
means of classification relatas to the potential
databaso structura. More we ● re only concerned
with tha conceptual structure. Other ~tructuren
● re outsid~ th~ scope of this discussion. The
conceptual structura or schema of ● database is
the name given to to tho data structure ●t tha
conc~ptual level. It is complataly indopandont
of tho computar, tho operating system, ●nd thm
database managomant system (DBMS). on. method of
vi-ing tho conceptual $tructuro conuidors tha
basic data ●lwnants or ●ntities, which raprosont
real things; othor data ●loaants called ●ttributes
that describe the ●ntitien; ●nd an80ciations ba-
tween tha data ●loments caIled relationships.
This is tho well-known mtity-relationship (E-R)
method .7-9 hnother method is to organize tho
data based on tho ●nsumad or known usaga oatt~rn.
Tho E-R mathod orqanizeo tho data as they ●xist
in tho r~al world, whereas tho second mthod
organizes data ●ccording to their u$age, 8 data-
base structure desiqned by thesa methods will be
very diffarent. Tho E-R mothcd will ●now fl@n-
ibility ●nd expansion. The usago method will pro-
vide ●fficiency or #paad Teorey 7 recommends
using the E-R mathod to defino tho initial infor-
mation #tructuro ●nd than u., the usage method to
rofina tho information structuro for processing
officlatcy. Although this ●pproach is rwomended
fordatabast design, it can ●lso be used at ● high
lavel to understand th~ data required It will
also serve ● s ● first cut ●t tho databa$o d-sign,

Booth~O rocommond$ that tho syston b. treated
as output drivm as much as practicable ●nd then
uaa tha E-R approach. Booth is a practitioner,
T.orey is ●n ●cadamic. For tho ~ stagag o?
M(XA systam design, ua recommend Booth’s method,
However, tha more integrated tho system bacomas,
for ●xample, including ● ccess control, the mora
Teoray’s ●pproach may ba usaful in tha aarly
staqa. Whichevar method wrks battar dapands on
tha facility’s particular circumstance., Its par-
sonnel, and the degraa of integration of aafa-
guards functlont.

Data ●lso can ba classified either ● s static
or ● , dynamic Stotic data is re?ativaly perma-
nent ●nd is mainly used fur raference ●nd compu-
tation. during production runs. It is gonaratad
or updatad Infrequently, Examplas of static data

we Calibration constants and error components
(variances, couariances ) used for LOE calcula-
tions, Dynamic data are generated during produc-
tion runs or is output, Examples of dynamic data
ara book inventory amounts and values of tran$-
farred amount$ in transactions. The static and
dynamic data elements can be grouped in logical
categories according to their usaqe, These group-
ings can help to suggest additional data needed
This may be much more useful for stat;c data than
dynamic data. It is not easy to know what the
static data ● ra becauae these components are taken
for granted or ● re not considered very often
Look carefully ●t the static data requirements
before stating ● need for a computation, Unreal-
istic requirements can hava vary serious eff~cts
later.

When data ● ro ●utomatically ●cquired from in-
struments and possibly ●n ●nalytical laboratory
and ● rm ●utomatically trwwmitted to a computer,
thora is a possibility that tha data composition,
9oquanc9, ●nd format may mako it difficult or
impossible to ●saombla the propar data to produce
the information naedad. The information ~ystem
shouid ba thoroughly documental in tha functional
specification (sea tho Software Design ●nd Devel-
o~nt s~ction) bafora tho data composition and
format ● ra dacidad.

Procoss operations roquiramants will dictate
much of tho physical structuro ●nd layout o? tho
inatrunents unad in ●n MC&A systam and for process
control Within thmao conatrainta judicious se-
laction of MM ●nd unit procass boundaries will
go ● long way to help provida for tha necassary
data for MUA.

Tha raquiramont$ discussed ●bove ara related
to outputs ●nd the mvan~ for ●ttaining them
Transactions, on the othar hand, ● rm inputs, tha
transformation of inputs, ●d tho transformation
of data in tho databasa. Our wnpha8is is on out-
puts, Softwara ●nginaoring functions will provide
the 8oftwaro, or eystarna ●rchitactura, for produc-
ing tha outputs from tha inputs, Our ●pproach
generally agroas with Orr ●nd 8ooth; start with
tha outputs ●nd wrk back through th~ symtem,
identifying tha processing ataps and database
raquired until tha nacassary inputs ● ra idanti-
fiad. All this can be ●ccomplished ●t ● fairly
high levol ●t first, Furthar raflnamant at the
●arlia:t staga Is nacassary only to define the
inmts ● s reasonably as possibla. Then the
prncass design ●nginaers will hava somathing d@f-
inite to usa to provida tha necatsary data, which
may b. ●dditional to tha procass data.

Once wa hava iciantified the neca.sary data,
it. orqanizatlon using tha inharant lnt6rrelation-
ship. ●mong tha data is tha most important qtop
in information management. Thi$ is the databato
dasign staga Databasa design is not only a koy
●lement in a comp!ax information syetem, hut 11
1S critical to providing required performdnro,
sacurity, ●nd tha ●bility to expand the system
Databasa dasign can ●l.o benefit from the appll
cation of softwara ●ngi \aerinq tachnique?



MT#DASE DESI= MO OnThSASE ~m SVSTERS

In acquiring ●ndlor designing software for
analysis of ●ccounting data, it is important to
consider not only the specific logical or statis-
tical analysas to b. exocutad but ●lso tho soft-
ware for extracting tho needed data from a poten-
tially complex database. Thu S, the organization
of the database ●nd the analytis software will
interact and influence the data-ratrieval soft-
ware

A database is ● collection of intormlatad
data stored together to sarva multiple users; the
data am stored ind,pandent of usar programs; ●

co-n and controlled ●pproach is used for adding,
deletiq, modifying, ●nd mtrioving data; unneces-
sary reduru.ancy is kapt to ● minimum,g One of
the most critical design tasks is structuring tha
database. Tho ●ntire set of mcoros fa~ inven-
tory, transactions, mamuremant control, errors
on materials ●nd any other portinant records CO-
stituto the databasa It is Poosibla that tho
6atabase contains all thase records (actually com-
binations of fields from sovoral racords) in ●

few files. This, however, would not ~ko use of
the intorrolationmhips among tha data. Thasa in-
terrelationships can be used to structure filas
in an optimal Wy for ●asa of proca98ing, raduca
stomga, ati compansats for cha~a ●nd q~th, h
good dasign of tha databma into ● number of filas
making usa of the intarralationships among tha
data ●nd Particular facility considerations ●lso
will improve data quality, file-oriented syotams
can be implemented in sevaral different ways.
Direct ●ccess fil~s can ba seal’chad for kays or
pointers dafinad for th~ search ●nd stored in
●nether file.

filthough ● number of facilities ● re using
COBOL program, fo - file handling ●nd others ara
using FO%TRAN, UQ mco~nd using a relational
DBMS (R-OBMS) ● s tha major softwara bomponant in
●n PICM system ●ugmented by tha most ●ppropriate
third- ●nd fourth-gonaration Ianguagat, An R-OWIS
has the advantages of data ●vailability, data
quality, data sacurity, data indapandenca, manage-
ment control, flexibility, ●nd @ ~, reporting,
Many R-OBMSS ● ra commercially ●uailablo with ●very
new version shwing incraasad spaad, Som of
theso products ● m used in high-volume transaction
operations, Recent advancas in R-0@P18s ●nd com-
puttr networking hardware ●nd software tochnoloyy
have mado distributed databases ● raality, Major
software vandors ● re placing significant smphosis
m providing software for distributed databates.
h significant ●dvmntago of ●n R-0M4S, ●specially
in ● distributed anvironmant may h in facilitat-
ing truly integrated safeguards, A tingla data-
base, distributed by an organizational function,
could includo proc~ssing; matarials ●ccounting;
maasuremant control; material. control; authori-
zation of individuals to data, mat~rial, ●nd loca-
tions; ●nd physical protection The rapid compi-
lation ●m display @f ●ll pertinant information
could provids decision makars with information
that would ●now timely detection ●nd rapid roto-
lution of ●nomali~s with 1sss intrusion on normal
operations including production functions.

If the E–R method was used at earner staqps
for helping to identify and structure data, It
can ba refined for the design of the database
Recall that tha E-R model is a conceptual struc-
ture of the database, The relational model IS a
particular Implementation view. However, the
relational model can also be used as a conceptual
wiaw. A particularly advantageous approach mlqht
be to use the E-R ●nd relational views toqether
Ma U$O the terminology in use far C)BMS-th@ory,
●lthough the concepts for structuring data also
●pply for MC4A system, based on other processing
modes. However, whmtever mathod is used for data–
hse manipulation, the dasign of the database
should make use of the inherant structure of tha
data. Bad designs ● re possibla with any type of
sy5tem. Oasign is important for performance,
flexibility, security, data integrity, and data
indeparnience.

Relational systems ● m more forgiving than
othar implementations for poor dasign if the de-
sign deficiancian ● re recognized ●arly ●nd if the
R-0~% product has tha capability of ●asy restruc-
turing. This restructuring is possible bacause
relational system ● ra compossd of flat files that
● re identical in form to the tables w ● re all
familiar with from our school days. Cmplax data
structures ● ra dacomposad into flat filas, and
furthar decomposition into simpler tables is ac-
complished by ● process nf normalization. Mor-
alization is alm u~oful for dasigning filas that
will be procossad by means othar than a R-OBHS.
If w recall that mcordg ● ro comgosed of fields
●nd files are composed of records,, w can compare
a file to ● tabla. 6 tabla, which in relational
terminology is called ● ralation, is composed or’
row called tuplat ●nd columns called ●ttributes,
The rows correspond to racord occurrences. The
columns in the tabla, which correspond to record
fields, ● m calkd ●ttributes *SO valu~s are
drown from ● cwnmon domain, that is, they ● re of
tho same type, Tha tablcn ● ra ralatad to one an-
other by onu or mra c-n &ttributes being table
componantsa In fiia terminology this means that
some fialds occur in mom than ona record. 7,9
Further discussion of fila handling ●nd relational
databasa concopts is byond tho scope of this
ropers

Ua roco-nd ●cquiring the mst powarful
R-OSMS ●vailable that can support distributed
processing. This probably moans ●n SQL-based
system becauso XBM, tho federal government, and
ANSI support SQL ●nd most DBMS vendors ● re either
Jsing it or switching to it.

The computer-based, transaction-process inq
system forms tha basis for daveloplng information
on tho location ●nd status of all nuclear mate-.
rials ●t ● facility, including inventory, history
of matarial, mvamont, losoes, ●nd management re-
ports, Modorn larqo computar systems dre much
mere CORP1OX than those develop-d previously
Most of tha sffort in tha dsualopmant ●nd uso OF

computor ooftwam is in dabugging ●nd maintenanr~
This effort can ba kapt to a minimum by analyzinq



and designing the system using well-developed
software engineering techniques

The fitst step in designing ● new MU6 system
or upgrading to an existing one is to develop a
requirements document that includes ● description
of tho major functions to be performd by the HC&A
system and a description of the facility ● s it
relates to safeguards. The techniques used tor
analyzing user requirements ad designing ● system
to satisfy these requirements ● re called struc-
tured ●nalysis ●nd design, respectively. struc-
tured ●nalysis urnes the requirements document ●nd
data flow from the user co-nity to produce a
functional specification, ● budget, ● schedule,
and physical requirements for hardware selection,
Here the facility description, whi~h defines the
material inventories ●nd flowo includinq the se-
quence of process steps identifying at ●ach staqe
potontial measurement points ard other locations
for ●cquirirq the data, is used for identifying
data flow. Uork on the requirements documant
should begin ●arly in the plant’s detailed design
phaso or when ●n upqrade to the safeguards gystem
is proposed. ~r ●nparience shows that in#uffi-
cimnt ●ffort ●nd detail to those ●arly fundamental
●ctivities causes many probloms later, including
data that are not ●vailable ●nd software rewrites.
Too much time is usually devoted to technical da-
tails ●nd not ●ough on roquiroments definition,
analyuis, ●nd design, Significant ●ffort should
be davotad to thaso ●ctivities. Much of tho re-
quirement definition, ●nalysia, ●nd design is
●ccomplished ●ither hurriedly or not at ●ll so
proqra-inq can beginlo

The functional specification documents the
users’ requirements for (1) activities to be per-
fcrmed by the sy8tem, (2) data needed to perform
theso ●ctivitioo, ●nd (3) procedur~s that govern
the usos of tho data in the ●ctivitl~s It con-
sists of ● set of integrated data-flow diagram,,
mini-specifications, ●nd a data dictioMry. Tho
data-flow diagrams show tho division of ● larqe
sy.tom into smaller components with the interfaces
●mony the components from the users’ parspectiva,
The mini-specifications documant tho processos
shown in the data-flow diagrams, Tho data dic-
tionary documentt the intorfaco flow of tho data
or data items shown on tha data-flow dimgrams,

Strusturad design is alto ● technique of do-
compooing a Iargo complox problom into twllor,
wll-defined, ●asily understood parts of tha prob
Iom. Theso subcompononts, or modulos, which func-
tion ● s black bones, should be ● s Indopendont ● s
possiklo from other modules. Structured dotign
US*S the functional specification to produco
str’lcture charts that illustrate the partitioning
of tho system into modulos including th~ir hier-
●rchy, organization, ●nd communication, The
structurt chart is the main tool that shows tho
relationship of tha modula. to one ●nether, their
interacts, ●nd methods of control,

Jackoon, li Marni*r,12 ●nd Orr~ maintain
that corroct program ~tructure is based on tho
logical structure of the data. Their methods

differ from the popular techniques aduocated by
Vourdon13, 14 as described above. The former
suggest that the first step after determlnlnq re-
quirements In designing a system is to draw a
representation of the logical structure of the
inputs and outputs. Then the relationships be-
tween the inputs ●nd outputs can be identified
For complex information sy,,tams these rel.+tlon-
ships can be difficult to determine at a high
level They are more appropriately identified In
the detailed ●nalysis phase, In addition, this
will be ●n iterative process, The data-structure
●pproach to so>~ware design is more appropriate
for systems whore there it ● direct correspondence
between input ●nd output data structures. There
is no direct correspondence for safeguards soft-
waro syntems. We ● re recommending looking at data
structure, for iduntifyitq data, not for software
engineering.

wo aro not rscomanding the full application
of ~ softwaro ●rqinooring technique, There is
no single corroct mathod. Tho -in idea we are
proposing is closo!j ●namining the output neces-
sary and using it to determina the input. Like-
wise, iteration ●nd stepwiso refinement will be
necosmary,

Furthermore, wa rocomend that tho system be
implemented in 8tag9s. This may sound liko herasy
to those those data proco8sing professionals who
desiro to design ●nd implement ● large, complex
information system ● s ● whole, kh ●lso claim that
~ information systam for safeguards is complex.
The advantage. ●nd dimdvantages of the grand-
deaign ●nd 8tagad ●pproaches ● re too numerou~ to
discuss here. Howavor, we gtand by our recommen-
dation.

Moot of tha classes, softwart tools, and
literature on ooftwaro ●nqineerinq ● re oriented
toward bsinots ●pplications ●nd th~ Yourdon aP-
proach. Real-time systems qonorally ●ro more COIW
plex ‘than business systemf ●nd tho methodologies
for their ●nalysis, design, ●nd davslopmant are
just Ibaginninq to ●argo in tho -rketplace.

There it much mor~ to softwara ●rqineering
than is described hero, Additional ●nd more spe-
cific information on softwarn ●nqineeritq ●ppears
in thos. procaadings15 Tha interested reader

can find introductory material in Reference 16
~rd and tlellor6 ●lso dascriba software ongi-
neerinq for real-time systomsl However, common
senfe is ● goud guide ●nd kmp it simple Al$o
prof:otypirq should ba considered,

Sumnav

In the initial staqe of ● materials ●ccountlnq
system design, fundamental dacisions are made
●bout the data to be ●cquired, tho means for ar-
quisltion, ●nd the location and timinq of the ac-
quisition, Tho data acquired ● re determined by
their intorded us. in tho analysis, roportirlq,
●nd decision procesmes that art foretcen for the
accounting sy~tem ● s specified in the functional
requirements failure to provida for com~~lete



●cquisition of all requirad data leads to poten-
tially costly reuisiona to the data-acquisition
system or to ● materials ●ccountirq system that
Fannot complete its intevdad functiono. Likewise,
unraali$tic analyses requiremantn can cause cata-
strophic problems later. The use of software-
engineering tools has been foum to ●id in design-
ing K&A systems of different sizes by reducing
the problems that would otherwise occur. tlctiv-
ities that ● re critical in the beginning of a
safeguards system design include describing thg
purpose of the system and defining the information
needed in ● requirements document, identifying
tho data r~quirad including the contont, format
●nd sequence, ●nd prlparing a functional specifi-
cation for software design of the system. Thes ●

●ctivities should be conducted with knowladgoable
users of the system ●nd may need iteration.

In informal discussions people have statad,
“This is all walk ●nd good, but how do you do it?”
The only answer w can give is that the definition
of requirements and the specification of the input
data requires parseuerance, discipline, comon
sense and ● fair amount of practical psychology.
We ●re not reco-nding ●ny particular so?tware
●ngimering methoo, rather the deoigners, deuel-
opars, ●nd users should select ●ny method or com-
bination of methods that makes them feel comfort-
●ble. Software ●ngineering connists of much more
than has been covered here. Our main concern ia
to suggest mthod$ for specifying requirements,
for using the requirements to define information
needed, and for using the information to clearly
●nd unambiguously specify the data required.
Nothing we ● re recommending is “anything entra;”
●verything can be used in the ●nalysis phase by
the application of stepwise refinement. The re-
sults of this research should produce ● functional
description of ● modern MC&n system to serve ● s ●

guid~ for developing or upgrading MA SYSt@mS
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